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Professional Experience:
· Experienced Cybersecurity Incident Manager and Specialist with over 7 years of hands-on experience in managing and responding to security incidents across diverse industries.
· Expertise in developing and implementing incident response frameworks using tools such as QRadar, Splunk, IDS/IPS, and SIEM systems to enhance cybersecurity posture.
· Proven track record of reducing incident response times by 20% through efficient team coordination, process optimization, and proactive threat management.
· Strong knowledge of cybersecurity standards and frameworks, including NIST 800-61, MITRE ATT&CK, and SOAR, to ensure effective incident handling and compliance with industry regulations.
· Skilled in leading cross-functional teams for threat detection, incident analysis, and remediation, ensuring rapid response to malware, data breaches, and unauthorized access events.
· Extensive experience in developing incident response playbooks, conducting tabletop exercises, and refining security protocols to improve overall response effectiveness.
· Proficient in cybersecurity tools such as Burp Suite, Nmap, Wireshark, Carbon Black, Nessus, OpenVAS, Qualysguard, and others for vulnerability assessments and threat detection.
· Expertise in network monitoring, threat hunting, and root cause analysis using advanced analytics and intelligence feeds to identify and neutralize emerging threats.
· Hands-on experience with IAM, MFA, RBAC, SSO, and incident management systems to enhance security infrastructure and ensure system availability.
· Extensive experience in managing Security Operations Centers (SOC), driving improvements in response times, and aligning security measures with business objectives.
· Collaborative leader with a strong focus on stakeholder engagement, working with internal teams and external partners like law enforcement to mitigate cyber risks.
· Strong background in cyber threat intelligence, including malware analysis, forensic investigations, and post-incident remediation to improve organizational resilience.
· Academic background in Information Security and Management, complemented by ongoing M.S. studies in Information Technology and Management at Cumberland University.
· Hands-on project experience in designing security solutions, including an IRIS scanner-based identity access management (IAM) system, securing investment and recognition.
· Certified Ethical Hacker (CEH) and Certified Information Security Manager (CISM), with a solid foundation in incident response, risk management, and cybersecurity best practices.


Technical Skills: SIEM, IDS, IPS, Burp Suite, Nmap, Cybersecurity, CEH, IOT, NIST Framework 800-61, Splunk, Security Monitoring, Wireshark, BT, Ipanema Service, SIEM, SOAR, QRadar, Exabeam, Now, Cacti, MITRE ATT&CK, Vulnerability Assessment, Identify Risks, CEH, SLA Customer Experience, CONOPS, Team Management, ITSM Remedy, Service Now, CSIRT, CERT, CIRT, SOC, RBAC, ABAC SSO, MFA, MS Excel, Visio, TCP/IP, EDR, Nessus, OpenVAS, Qualysguard, KPI, Incident response, X-Force, IAM, Sentinal Crowdstrike, Threat Detection, Malware Analysis Forensic Analysis, RCA, PowerBI, SLA, GSOC, CarbonBlack.

EDUCATION: 
· M.S., Information Technology and Management, Cumberland University	08/2022 – 08/2025
· M.Tech., Information Security and Computer Forensics, SRM University	08/2011 – 05/2013
· B.Tech., Computer Science and Engineering, Anna University	08/2006 – 12/2010


Certification: 
· Certified Ethical Hacker-CEH V8, Certified Information Security Manager (CISM) 

WORK EXPERIENCE:

Cybersecurity Incident Manager | HCL Technologies	                                                                    08/2019 – 07/2022

Responsibilities: 
· Supervised a team of cyber incident responders, ensuring smooth coordination through all phases of incident response, from detection to recovery, resulting in a 20% decrease in incident response time over one year.
· Administrated and developed comprehensive incident response frameworks using QRadar, Splunk and IDS/IPS solutions to ensure adherence to industry standards and regulatory compliance, effective cybersecurity incident management.
· Collaborated and coordinated with internal and external stakeholders which streamlined the sharing of information across various teams and 20% reduction in the incident response process timing.
· Regularly conducted tabletop exercises and drills using tools like NIST Framework and MITRE ATT&CK to assess response procedures, enhance team preparedness, and improve overall incident response effectiveness.
Cybersecurity Incident Response Specialist| HCL Technologies	                                                     11/2016 – 07/2019

Responsibilities:
· Spearheaded incident response efforts, reducing MTTD and MTTR by 15% in six months, coordinating cross-functional teams to address malware, data breaches, and unauthorized access.
· Conducted proactive threat hunting using analytics and intelligence feeds to neutralize potential threats within the network.
· Developed and maintained incident response playbooks, ensuring timely and effective security incident response with minimal impact on business operations.
· Collaborated with internal stakeholders and external partners, including law enforcement, to investigate and remediate cyber threats, fostering continuous learning within the team.

Senior Cybersecurity Operations Analyst | Microland Ltd	                                                                    03/2015 – 05/2016

Responsibilities:
· Managed SOC analysts to monitor, analyze, and respond to security incidents, enhancing incident response capabilities and achieving a 25% reduction in response time within a year.
· Conducted in-depth investigations into breaches and cyber threats, Wireshark & Carbon Black to determine root causes.
· Collaborated cross-functionally to align security policies with regulatory requirements and business goals.
· Implemented security controls and configurations using IAM and MFA solutions to enhance organizational security posture.

Cybersecurity Operation Centre Analyst | Microland Ltd	                                                                     11/2013– 02/2015

Responsibilities:
· Utilized industry-leading tools like SolarWinds, Nagios, and Wireshark to monitor network infrastructure and identify performance bottlenecks and security breaches.
· Responded promptly to network incidents using IDS/IPS solutions, resolving issues to minimize operational impact and increased revenue by 20% within one month.
· Conducted root cause analysis for recurring network issues, implementing corrective actions to enhance system stability.
· Collaborated cross-functionally for seamless network upgrades and expansions, ensuring minimal disruption to services and documenting procedures for knowledge sharing.

ACADEMIC PROJECTS:
I-Secure (Shark tank project based on IRIS Scanner using Hexadecimal and MAC Address)	Aug– Nov 2022
· Implemented cost-effective IRIS Scanner solution for IAM in small-scale industries, bolstering security within budget constraints. Secured $300,000 investment with 15% stake, surpassing expectations, establishing project as top performer.
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